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In this article

Summary

Necessary and trusted root certificates

This article lists the trusted root certificates that are required by Windows operating
systems. These trusted root certificates are required for the operating system to run
correctly.

Applies to: Windows 7 Service Pack 1, Windows Server 2012 R2
Original KB number: 293781

Summary

As part of a public key infrastructure (PKI) trust management procedure, some

administrators may decide to remove trusted root certificates from a Windows-based

domain, server, or client. However, the root certificates that are listed in the Necessary and

trusted root certificates section in this article are required for the operating system to
operate correctly. Removal of the following certificates may limit functionality of the

operating system, or may cause the computer to fail. Don't remove them.

Necessary and trusted root certificates

The following certificates are necessary and trusted in:

e Windows 7

e Windows Vista

e Windows Server 2008 R2
e Windows Server 2008
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The follow certificates are necessary and trusted in Windows XP and in Windows Server
2003:
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The follow certificates are necessary and trusted in Microsoft Windows 2000:
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Some certificates that are listed in the previous tables have expired. However, these
certificates are necessary for backward compatibility. Even if there's an expired trusted root
certificate, anything that was signed by using that certificate before the expiration date
requires that the trusted root certificate is validated. As long as expired certificates aren't

revoked, they can be used to validate anything that was signed before their expiration.

Recommended content

Valid root CA certificates are untrusted - Windows Server

Root CA certificates distributed using GPO might appear sporadically as untrusted. This article
provides a workaround for this issue.

Distribute Certificates to Client Computers by Using Group Policy

Learn more about: Distribute Certificates to Client Computers by Using Group Policy

Import third-party certification authorities (CAs) into Enterprise NTAuth store -
Windows Server

Describes two methods you can use to import the certificates of third-party CAs into the
Enterprise NTAuth store. You can use the public key infrastructure (PKI) Health Tool, or
Certutil.exe.

Confirm That Certificates Are Deployed Correctly (Windows) - Windows security

Learn how to confirm that a Group Policy is being applied as expected and that the certificates
are being properly installed on the workstations.

Change expiration date of certificates - Windows Server

Describes how to change the validity period of a certificate that is issued by Certificate Authority
(CA).

Security certificate validation fails - Windows Server



Works around an issue where security certificate that's presented by a website isn't issued when
it has multiple trusted certification paths to root CAs.

Export Root Certification Authority Certificate - Windows Server

describes how to export Root Certification Authority Certificate.

Find the name of Enterprise Root CA server - Windows Server

Helps you to find name of the Enterprise Root Certificate Authority (CA) server.
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