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public sealed class SslSocket

{

private static TcpListener listener;

private static X509Certificate ServerCertificate = null;
private static bool IsRun = true;

private static string _Certificate = string.Empty;
public static string Certificate

{

/117
/17
/17

get { return _Certificate; }
set { _Certificate = value; }

<summary>
MITHRIREER
</summary>

public static void RunServer()

{

/] EIIX509%R:E
ServerCertificate = new X509Certificate(Certificate, "ssl");

/] BEEE(E
listener

fiJIP Address#KpIEiE
= new TcplListener(System.Net.IPAddress.Any, 17170);

// FARNESHZ
listener.Start();

while (IsRun)

{

Upda
TcpC

if (
{

}

else

{

Py

teStatus(string.Format("{0}-EFEFlniEE", DateTime.Now.ToString
lient client = listener.AcceptTcpClient();

I TsRun)

listener.Stop();
client.Close();

ProcessClient(client);
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/// FILARFSRERES
/// </summary>
public static void StopServer()
{
IsRun = false;
UpdateStatus(string.Format("{0}-1FIL=EFlrE#E", DateTime.Now.ToString("HH

/// <summary>

/// BWEFIGHEREETEE

/// </summary>

/// <param name="pClient"></param>

private static void ProcessClient(TcpClient pClient)

{

Ss1Stream sslStream = new SslStream(pClient.GetStream(), true);

try

{
sslStream.AuthenticateAsServer(ServerCertificate, false, SslProtocol
sslStream.ReadTimeout = 5000;
sslStream.WriteTimeout = 5000;
UpdateStatus(string.Format("{0}-FH&EFnE", DateTime.Now.ToString
string messageData = ReadMessage(sslStream);
UpdateStatus(string.Format("{0}-#WHMEAE: {1}", DateTime.Now.ToStr
byte[] message = Encoding.UTF8.GetBytes(string.Format ("IR#EER UL :
UpdateStatus(string.Format("{0}-EIEZFnlE", DateTime.Now.ToString
sslStream.Write(message) ;

}

catch (Exception)

{
sslStream.Close();
pClient.Close();
return;

}

finally

{
sslStream.Close();
pClient.Close();

}

}

/// <summary>
/] BEHEARAE
/// </summary>
/// <param name="pSslStream"></param>
/// <returns></returns>
private static string ReadMessage(SslStream pSslStream)
{
byte[] buffer = new byte[2048];
StringBuilder messageData = new StringBuilder();
int bytes = -1;
do
{
bytes = pSslStream.Read(buffer, 0, buffer.Length);

Decoder decoder = Encoding.UTF8.GetDecoder();
char[] chars = new char[decoder.GetCharCount(buffer, 0, bytes)];
decoder.GetChars(buffer, 0, bytes, chars, 0);
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if (messageData.ToString().IndexOf("<EOF>") != -1)
{

break;

}
} while (bytes != 0);

return messageData.ToString();

/// <summary>
//] EMEREListBoxUI
/// </summary>
/// <param name='"pMessage"></param>
private static void UpdateStatus(string pMessage)
{
Forml.MainListBox.Invoke(new Action(() => Forml.MainListBox.Items.Add(pV
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C#

public partial class Forml : Form

{

public static ListBox MainListBox;
public Forml()
{

InitializeComponent();

MainListBox = this.lbxMsg;

BE RSS

private void btnStart_Click(object sender, EventArgs e) AEEE
3 B 5

{
Thread socket = new Thread(RunSocket);
socket.IsBackground = true;
socket.Start(); -

private void btnStop_Click(object sender, EventArgs e)
{ [ ]
Ss1Socket.StopServer();

EIRE

P& U 2 0B AR ER
Step 1

Step 2
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private void RunSocket()

Ss1Socket.RunServer();

MYD2

{ 2
SslSocket.Certificate = Application.StartupPath + @"\SslSocket.pfx"; 1 2 ’t Km#
e W

=T e



Step 2

TR —EE Pl AAGERR R BE - B —18 Web IS RSP - iSBIMIELER SsISocket.cer Ri&
MEBERIET - BEU—EIRNSEE -

[body]

|
[IblResult]

Send message to Serer

#17—18 SendToServer 5l - TETFREEFIHMBEEERES RN - HARBET -

public class SendToServer

{

public string HostAddress { get; set; }
public int HostPort { get; set; }

/17
/17
/17
/17
/17

<summary>
EBT  BARBERIPRPort
</summary>

<param name="pHostAddress"></param>
<param name="pHostPort"></param>

public SendToServer(string pHostAddress, int pHostPort)

{

/17
/17
/17
/17
/17

HostAddress = pHostAddress;
HostPort = pHostPort;

<summary>
WTHMRREERERTTE
</summary>

<param name="pMessage'"></param>
<returns></returns>

public string SendMsgToServer(string pMessage)

{

TcpClient client = new TcpClient(HostAddress, HostPort);

SslStream sslStream = new SslStream(client.GetStream(), false, new Remot
X509CertificateCollection certs = new X509CertificateCollection();
X509Certificate cert = X509Certificate.CreateFromCertFile(HttpContext.CL
certs.Add(cert);

try
{
sslStream.AuthenticateAsClient("SslSocket", certs, System.Security.A
}
catch (Exception ex)
{
client.Close();
return ex.Message;
}

byte[] messsage = Encoding.UTF8.GetBytes(string.Format("{0}<EOF>", pMess
sslStream.Write(messsage);

sslStream.Flush();

string serverMessage = ReadMessage(sslStream);

client.Close();

return serverMessage;
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/] BEGRAE
/// </summary>
/// <param name="pSslStream'"></param>
/// <returns></returns>
private string ReadMessage(SslStream pSslStream)
{
byte[] buffer = new byte[2048];
StringBuilder messageData = new StringBuilder();
int bytes = -1;
do
{
bytes = pSslStream.Read(buffer, 0, buffer.Length);

Decoder decoder = Encoding.UTF8.GetDecoder();

char[] chars = new char[decoder.GetCharCount(buffer, 0,

decoder.GetChars(buffer, 0, bytes, chars, 0);
messageData.Append(chars);

if (messageData.ToString().IndexOf("<EOF>") != -1)
{

break;
}

} while (bytes != 0);

return messageData.ToString();

/// <summary>

/// BFEIRERSSLURE

/// </summary>

/// <param name="sender"></param>

/// <param name="certificate"></param>

/// <param name='"chain"></param>

/// <param name="sslPolicyErrors"></param>
/// <returns></returns>

BhERE BE

bytes)];

public static bool ValidateServerCertificate(object sender, X509Certificate

{
if (sslPolicyErrors == SslPolicyErrors.None)
return true;
return false;
}

£ SendMsgToServer /559 - FIIASEEIL TepClient M EHE EIEE MRS IP K Port - Z#BEIL
SsIStream ¥ %E 48 AuthenticateAsClient /5755078 PR IS 28 A0RE - 528 IV 1N 2R byte]] BA
ERNRPEEERERERE  REREETREROEENEZEMETHENEER -

RETIREERZIVES - 17— SendToServer ¥+ BiEEH IP & Port &0l SendMsgToServer
FAB0T] -

public partial class _Default : System.Web.UI.Page

{

protected void Page_Load(object sender, EventArgs e)

{

}
protected void btnSend_Click(object sender, EventArgs e)

{

SendToServer send = new SendToServer("127.0.0.1", 17170);
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