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Mosquitto (https://mosquitto.org/) 2—1@& Eclipse & =i N FRM/RRER MQTT broker
ERzE - BREE4R (lightweight ) HfE1ARES - AR BEREIER - HEEBNEREK
V( FlIIRER ) 2= ARG AR ES T ETAE$038 4T Mosauitto ©
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Z 3t Mosquitto G Ak zS

& 71E Ubuntu Linux O BUER apt %% Mosquitto FHEAEX :

# ZHE Mosquitto THEAEME
sudo apt install mosquitto mosquitto-clients

Hd mosquitto EHZ2FEM Mosquitto @ARES + M mosquitto-clients RIEE
mosquitto pub £ mosquitto _sub % MQTT client 52T E -

24 Mosquitto f@fkzz 2% - EEENRIE) mosquitto ARF - HMILUER—AAY

systemctl 1EZKIBIE mosquitto ARFE :

# Bi mosquitto ARFAAREE
systemctl status mosquitto

# E{B) mosquitto ARF%

sudo systemctl start mosquitto

# 1Z1f mosquitto MR
sudo systemctl stop mosquitto

# EFTFIE) mosquitto ARTH

sudo systemctl restart mosquitto
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EBUAIZRHE - B0 sensors/outside/temp 3§ sensors/outside/humidity -

HEET MQTT AR R AIE - o] ISt mosquitto sub EIBEIEEMERE - BIMNE] FE
hello/world F&& :

# K ZE Localhost ][ hello/world Fi&
mosquitto_sub -h localhost -t hello/world

SEEN -t 2EERARRTERNER - M -h 2HBIZHRTE MQTT EIARES

BERRS MBI - DL mosquitto pub il EEE%E—1E hello/world £
B EEER -m 2EECZEEENE ™M -t B -h 2EWEEEARE -

I

# EHZ localhost HiflEZE hello/world &
mosquitto_pub -h localhost -t hello/world -m "test message"

2B 8 M 2% - IEFEKER mosquitto _sub FLEULE test message E— KR - WEE
TREAZ IRk -

test message

HEBE mosquitto sub TILUE R | Ctrl | + | ¢ | RIERET - I ERMEEARR MQTT
mEA]REAEBEERSR -
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:2E Mosquitto IR5EEIZ1S

FERZH Mosquitto EIR=FR ERZBEFEESM I EEFERN - IRFE M LIRSRERFHE
A0ERSE] - oJLUEA mosquitto_passwd EfEiE< TEHKEII Mosquitto FINRSE - 1L
B

# ZI myuser WRIGEAZH 771 /etc/mosquitto/passwd
sudo mosquitto_passwd -c /etc/mosquitto/passwd myuser

TEEIMNRIER - EERBARGEHNRG  MEEEUTFMIRSERMAZERBER
/etc/mosquitto/passwd EfEIEZRD -

%= F4REE Mosquitto 52 E1E /etc/mosquitto/conf.d/default.conf « EEEREE
ZPIEE Mosquitto TRIFLIZIFREENMNE - SEEREREZEAFEN - BIUEERE
2% BADUTRE :

# ZIFESER
allow_anonymous false

# IEENRTEBGREETE
password_file /etc/mosquitto/passwd

ERESEREER  OfERE—THNGEEZEN LBTFT -

v
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# ZEHRZE Llocalhost FJE hello/world Fi&#E
mosquitto_sub -h localhost -t hello/world

Connection error: Connection Refused: not authorised.

KM JUEHTT mosquitto _sub B2 mosquitto pub IEZHF - BESMINLE -u £ -p

RIGEZE A Mosquitto &) RzRRIMRSREIZME

L
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# LIEFEZEEA Mosquitto ILZTfE hello/world &
mosquitto_sub -h localhost -t hello/world \
-u myuser -P MY_PASSWORD

# IRFEZEHEA Mosquitto IS ZE hello/world &
mosquitto_pub -h localhost -t hello/world -m "test message" \
-u myuser -P MY_PASSWORD

152 ® 80 MY_PASSWORD EBBREHCHKENE
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EB55 Let’s Encrypt A9 SSL '&:%

& ZRIF Mosquitto #Y SSL & B - BEZELEEY SSL RE - NRERE 2K BH
B Rz Y SSL /R:E - EEMOILIE S Mosquitto £/ - B Z2EREEFE SSL &
35 - tElLUE A Let’s Encrypt BUS &R SSL /RiE -

£ Certbot EFRIE30H (https://certbot.eff.org/instructions) - 1 snap ZEEEFHTRAY
certbot :

# BH snapd ERATIR
sudo snap install core
sudo shap refresh core

# BEREIR certbot
sudo apt-get remove certbot

# KRS certbot
sudo snap install --classic certbot

# Ubuntu Linux @AR2: BRI KBS - Ei8 80 HIFIRFTH - B A HEE certbot
EV{S SSL &R:E .

# BIEL Ubuntu BHKIE 80 EIFIE
sudo ufw allow 80

EEMOLANA certbot EUSHRERY SSL /K&
v
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e 2% HREAAETEER SSL REFHAVEL

[B5]
IMPORTANT NOTES:
- Congratulations! Your certificate and chain have been saved at:
/etc/letsencrypt/live/mgtt.example.com/fullchain.pem
Your key file has been saved at:

/etc/letsencrypt/live/mgtt.example.com/privkey.pem
[H5]

iExmIT Ak Let's Encrypt AU SSL /RGBS 1 ©

Mosquitto SSL /25 E &R TE

#mEE /etc/mosquitto/conf.d/default.conf EE - MALTERE :

# (EDFT AR AR NZER
listener 1883 localhost

# SSL JIEERZE

listener 8883

certfile /etc/letsencrypt/live/mqtt.example.com/cert.pem
cafile /etc/letsencrypt/live/mqtt.example.com/chain.pem
keyfile /etc/letsencrypt/live/mgtt.example.com/privkey.pem

HEERRETER FME listener :]8E @ E£5—1{@ listener RED - P2 EHE
FERARMEBER (RN MQTT 1ZAEE1FIE S 1883 ) ; 5 _{@& listener BIEHRTEHN
SNERROEAR 7t — B ER A SSL MNZ23E4R ( NIZZ A0 MQTTS 12X#EEFIES 8883 ) -

certfile » cafile B2 keyfile sRERIFEMHE Let's Encrypt Fiif 2 REES - EAXH
M SRS S ML S RS I | 20/E A ELA S eh4EER AN LRSS e




t sudo systemctl restart mosqulitto

EARAKIEREE - FCiSFRE MQTTS FrfiE Ry 8883 3EHEIE .

# FIRL Ubuntu [BHKiE 8883 iEIZIE
sudo ufw allow 8883

AR ESTHY Mosquitto BY SSL NIE AR 212 - sho] LUXRANZER MQTTS REZEEHR 1

# LIIRTSEEG ~ NMEHESA Mosquitto iLi/BE hello/world L2
mosquitto_sub -h mqtt.example.com -t hello/world \
-u myuser -P MY_PASSWORD -p 8883 --capath /etc/ssl/certs/

# LIRSEZHE « IZHESA Mosquitto IWE 7S ZE hello/world F/&
mosquitto_pub -h mgtt.example.com -t hello/world -m "test message" \
-u myuser -P MY_PASSWORD -p 8883 --capath /etc/ssl/certs/

SSL &%V Mosquitto PR7%:&RE

#REE /etc/letsencrypt/renewal/mqgtt.example.com.conf =& SSL &i& B XA E
18 ERENREMNLLUNETE @ & SSL BREEM 2% - o IBEEENRE mosquitto
AR?% -

renew_hook = systemctl restart mosquitto

551 renew_hook FRIEERIESHE certbot BHT SSL BRE ZEENTHIIES - REWH
2% A —1 certbot B SSL BFEMHATEEILER !

v
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MQTT 1 WebSocket

MRFLEHEEAET LB B WebSocket 43 £ Mosquitto @fkss - ol
/etc/mosquitto/conf.d/default.conf REEPBIMIALUTRE - ZH—1E
WebSocket 9 listener :

# WebSocket £ SSL JIZE#RTE

listener 8083

websockets

certfile /etc/letsencrypt/live/mgtt.example.com/cert.pem
cafile /etc/letsencrypt/live/mqgtt.example.com/chain.pem
keyfile /etc/letsencrypt/live/mqtt.example.com/privkey.pem

fE2Z4F Mosquitto RURRENE 218 - EFRIE) mosquitto Z#AARTS :

# ERR(E) mosquitto HRFE

sudo systemctl restart mosquitto

= BARAMXAENE - sC1SFRL WebSocket FrflE FHAY 8083 EHEIE !

# FIRC Ubuntu BoKiE 8083 E1%1E
sudo ufw allow 8083

AR ZE R WebSocket BYZELR - o] DUfEEA Eclipse Paho JavaScript Client
(https://www.eclipse.org/paho/clients/js/utility/) -

v
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to-install-and-secure-the-mosquitto-mqgtt-messaging-broker-on-ubuntu-18-04-

quickstart),

DigitalOcean : How To Use Certbot Standalone Mode to Retrieve Let's Encrypt SSL
Certificates on Ubuntu 18.04
(https://www.digitalocean.com/community/tutorials/how-to-use-certbot-standalone-
mode-to-retrieve-let-s-encrypt-ssl-certificates-on-ubuntu-1804),

DigitalOcean : How to Install and Secure the Mosquitto MQTT Messaging_Broker on
Ubuntu 18.04 (https://www.digitalocean.com/community/tutorials/how-to-install-
and-secure-the-mosquitto-mqtt-messaging-broker-on-ubuntu-18-04)
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