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Simple open source code and technique for SFTP connectivity

Download demo - 38.2 KB

If you want to use SFTP connection for file transfer, then there are several paid/license tools available
in the market and some of them are very tough to work also. So, much complicated coding is required
for simple file transfer using those tools.

Recently, one of my clients changed their file transfer server FTP to SFTP and then | did research for a
while to find the best way to manage without any paid tool with simple/less C# code. | have used
PSFTP with this example.

Now What is PSFTP?

Most of us know about PuTTY. PUuTTY is a free SSH, Telnet and Rlogin client for 32-bit Windows
systems. PSFTP, the PuTTY SFTP client, is a tool for transferring files securely between computers
using an SSH connection.

Download PuTTY

What You Need for SFTP?



1. Host Name or FTP Server
2. User Name
3. Password

Example: Host Name or FTP Server: ftpdev.mycompany.com
User Name: ftptestuser
Password: ftptestpassword

I will use this information in my coding, however you need to replace it with a valid one.

Please follow the steps given below:
Step 1 (Installing PuTTY)

Download PuTTY and install in your computer (it's free). It will install at default path C:\Program Files
(X86)\PUTTY.

Step 2 (Authorizing PSFTP)

This is a mandatory step, you need to do since it will accept SSH certificate first time from SFTP server.
So, this is required before C# coding is done.

Follow either option a or b:

e Option a: Click on, Windows start button -> All Programs -> PuTTY -> PSFTP
e Option b: Go to C:\Program Files (x86)\PuTTY, then double click on psftp.exe

You will see a window like:

"open host.name" to connect

Then try to connect manually.

Command 1: Open ftpdev.mycompany.com

@ ChProgram Files (x86\PuTTY \psftp.exe

pstip: no hostname specified; use "open host.name™ to connect

(R < e . My company . com



Command 2: y

P CA\Program Files (xB6\PUTTY\psfip.exe

hink it is.

he server’s vza2 key fingerprint is:

sh-rza 2048 3d:15:3b:bh:1c:6F:ch:fc:25:087:f4:c3:f3:68:8h:53
If you trust this host. enter v to add the key to

# cache and carry on connecting.
If you want to carry on connecting just once, without
dding the key to the cache. enter "n'.
If you do not trust thisz host. press Heturn to abandon the
ennection.
Store key in cache? {uysnd) y_

Command 3: Enter user name

o CAProgram Files (x86)\PuTTY\psftp.exe

pz=ftp: no hostname “pElelEd, use "open host_name' to connect
he serwver’s host kew is net cacheq in the registry. You

hink it is.
he server’s rsa2 key fingerprint is:
sh—rza 2048 3d:-15:3b:bh:ic:6?:cbH:fc:25:07:f4:c3:f3:68:8h:53
If you trust this host, enter "y' to add the key to
cache and carry on connecting.
If you want to carry on connecting Jjust once, without
dding the key to the cache. enter "n'.
If vyou do not trust this host,. press Return to abandon the
onnection.
Store key in cache? <y n) y
login as: ftptestuser_

Command 4: Enter password

Ep CAProgram Files (x86)\PuTTY\psftp.exe

p=ftp: no hostname specified; use "“open host_.name' to connect
psftp> open M

he server’s host key iz not cached in the registry. You
have no guarantee that the server iz the computer vou

hink it i=.

he server's rsa2 key fingerprint is:

sh—rza 2848 3d:-15:3b:bh:1c:6%:cb:=fc:25:07:f4:c3:f3:68:8h:53
If you trust this host, enter "u" to add the key to

PuTT¥'s cache and carry on connecting.

If you want to carry on connecting Jjust once, without

dding the key to the cache. enter 'n'.

If you do not trust this host, press Return to abandon the
onnection.

Store key in cache? €Cuy-snl y

login as: ftptestuser

fiir Canada Corporate FIP production — Wi
S2H zerver: Paszword Authentication

sing kﬁyhuard—interactiue authentication.

assword:

Command 5: You can try some test commands to verify the SFTP files and folder list.



Like Help; quit; 1s; get; put, etc. [more can be found at this link].

We need to install PuTTY (free tool) for developing this program, however you do not need any prior
experience of PUTTY. You need to just follow the provided instructions.

Create a simple console app in Microsoft Visual Studio.
App.config:

XML

<appSettings>
<!--psftp path-->
<add key ="psftp" value="C:\\Program Files (x86)\\PuTTY\\psftp.exe"/>

<!--ftp server and credentials-->

<add key ="user" value="ftptestuser"/>

<add key ="pass" value="ftptestpassword"/>

<add key ="ftpserver" value="ftpdev.mycompany.com"/>
</appSettings>

Program.cs:

C#

using System;

using System.Collections.Generic;
using System.lLing;

using System.Text;

using System.Threading.Tasks;
using System.Configuration;

using System.IO;

using System.Diagnostics;

namespace PSFTP_Demo
{

class Program

{

static void Main(string[] args)

{
/*Example of SFTP using PSFTP */

/* In this example, the local files are placed in bin/debug folder
since I am using AppDomain.CurrentDomain.BaseDirectory path, you can
change it but make sure your run time code 1is accessible to that path.
*/



/*Send file from local folder to FTP server, send.sftp is a
batch file, Look the command in the file from the solution
*/
PSFTP_TransferFile("send.sftp");
/*Receive file from FTP server to local folder
recieve.sftp is a batch file, Look the command
in the file from the solution
*/
PSFTP_TransferFile("recieve.sftp");
/*delete file from FTP server
delete.sftp is a batch file,
Look the command in the file from the solution
*/
PSFTP_TransferFile("delete.sftp");

}
private static void PSFTP_TransferFile(string batchFile)

{
try
{
Process myProcess = new Process();
myProcess.StartInfo.UseShellExecute = true;
myProcess.StartInfo.FileName =
ConfigurationManager.AppSettings["psftp"].ToString();
var argsl = ConfigurationManager.AppSettings["user"].ToString() + "@"
+ ConfigurationManager.AppSettings["ftpserver"].ToString() +
"o-pw "+
ConfigurationManager.AppSettings["pass"].ToString() +
-batch -be -b " + AppDomain.CurrentDomain.BaseDirectory +
"PSFTP-BatchFile\\" + batchFile;
myProcess.StartInfo.Arguments = argsl;
myProcess.StartInfo.CreateNoWindow = true;
var abc = myProcess.Start();
myProcess.WaitForExit();

}

catch (Exception ex)

{
}

Console.WriteLine("Error occurred : + ex.Message);

You can also download the complete solution from the link at the top of this article.

Often, we use the SFTP in an automated environment for file transfer. You might find it difficult to run
the above application from windows Task Scheduler if you will not configure it properly.

| will provide the steps for configuring in windows task scheduler. Please follow my instructions:



In Windows, go to Start -> Control panel -> Administrative Tools -> Task Scheduler -> then right
click on "Task Scheduler Library” -> Create Task.

Step 1: General

Ty Create Task >

General Triggers  Acticns Conditions  Settings

Mame: | |te5t5l-—|'P |
Location: %
Authar: M5 Developer

U

Qescriptio}'\: SFTP testing

Security options

When running the task, use the following user a 7 Change User which

|: ] has right access : '
M5 Developer gnt Change User or Group...
(2 Run only when user is logged on

@Run whether user is logged on or ng

[] Do not store password, The task will only have access to local computer resources.

Run with highest prh.rilegg

] Hidden Configure for: | Windows Vista™, Windows Server™ 2008 L

Step 2: Triggers



When you create a task, you can specify the conditions that will trigger the task.

General Triggers  Actions Conditions  Settings

Trigger

Details Status | |

Step 3: Actions

Begin the task: | On a schedule w |
Settings

O Onetime | Start | 3/ 8/2017 @~ || 23438pM [

(@) Daily

(1
O Weekly Recur every: days

() Monthhy

] Synchronize across time zones

Advanced settings

[] Delay task for up ta (random delay): 1 hour

stk vy

[] Stop all running tasks at end of repetition duration

for a duration of:

[] Stop task if it runs longer than: 3 days

I Bxpire; | 3/ 0/2018 2:34:39 PM = synchronize across time zones

Enabled

X




General Triggers Actions Conditions Settings

When you create a task, you must specify the action that will cccur when your task starts.

Action Details

Mew Action >

You must specify what action this task will perform.

Action: | Start a program e
Settings

Prograrm,/script:

cconscleapphsftp-demo.exe | | Browse..

Add argurnents (optional); |

Start in (optional): ‘ | cconsoleap p‘»] | ‘

Do not forget this step
otherwise it will not -
wiork

This article will help you in building SFTP connectivity using PSFTP. You can add more features
depending on your requirements.

Your feedback is always welcome.

e 20th May, 2023: Initial version



This article, along with any associated source code and files, is licensed under The Code Project Open
License (CPOL)
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